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Revision History

Revision History

The following table lists the revision history for this document:

Revision Number and Date

Description

1.3, August 2023

Updated "Console and Initial Configuration” section.

1.2, July 2023

Updated "Standard Warnings and Compliance" section.

1.1, July 2022

Added the following sections:
*  Replacing the Power Supply Unit

* Replacing the Hard Drive

Updated the following sections:
*  Powering On the System and Selecting the Personality

«  Configuring Basic Settings

1.0, January 2022

Initial Release
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Package Contents

Package Contents

The ISA8000F/C package typically includes the following:

Item Quantity
Rack Mount Rail Kit TRU, ISA8000 1
Rail Screw Bag, ISA8000, Mounting Kit 1
Cable, Console, Gray, RJ45 to DBY, 6 ft. 1
Cable Generic, C13, 1 Power Cord 2
Cable, Power, C13/C14, 13A/125V, Tm 2
Packaging box, accessory kit, ISA 1
Quick Start Guide, ISA8000 1
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System Overview

System Overview

Introduction

The ISA8000 features a unique and highly optimized design for low wattage processor platforms. It is
equipped with a high-efficiency low noise power supply. High-performance fans provide ample
optimized cooling.

PORTS: Ethd: INT 1 PCIE 4.0 x16 FHHL Slot
" /| PORT4: Eth3: EXT
PORTE: Eth5: IN
el e || poRT3: Eth2: ExT

Redundant 400W 94% Platinum Level
Power Supples

VGA Port

Serial Port 2x RJ45 1GbE LAN Ports

2x USB 2.0 Ports
2x USB 3.2 Gen 1 Ports

DedicatedIPMI LAN Port v

PORT1: EthO: MGMT

o For added system security, the USB ports have been disabled.

LED Control Panel

The control panel located on the front of the ISA8000 chassis includes power control buttons and status
LEDs. This section describes the LED indicators and the appropriate responses.

Control Panel Buttons

The control panel includes a power on/off button and a reset button.

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 7 of 65


http://www.ivanti.com/company/legal

System Overview

Power: The main power switch is used to apply or remove power from the power supply to the server
system. Turning off system power with this button removes the main power but keeps standby power
supplied to the system. Therefore, you must unplug system before servicing.

Reset: The reset button is used to reboot the system.

Control Panel LEDs

The control panel displays five LEDs to monitor the system.

Information LED: Alerts operator of several states, as noted in the table below:

Status Description

Continuously on and An overheat condition has occurred. This may be caused by cable
red congestion.

Blinking red (1Hz) Fan failure; check for an inoperative fan.

Blinking red (0.25Hz) Power failure; check for a non-operational power supply.

NIC1 (GLAN1): Associated with the Management port. It indicates network activity when flashing.
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NIC2 (GLAN2): Unused. Will always be off.

HDD: Indicates SATA drive activity when flashing.
e Continuously ON: indicates continuous read/write operation on HDD.

¢ Blinking: indicates Less activity on HDD.

Power: Indicates power is being supplied to the system power supply. This LED should be illuminated
when the system is operating.

Management Port LEDs

The management port has two LEDs. The yellow LED indicates activity, while the link LED may be green,
amber, or off to indicate the speed of the connection.

LED Color Description

Activity Yellow (flashing) | Active

Link Off No connection
Orange 1 Gbps speed
Green 100 Mbps speed

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 9 of 65


http://www.ivanti.com/company/legal

System Overview

INT and EXT Port LEDs

Two LAN ports are located on the NIC card. Each Ethernet port has two LEDs.

LED Color Description

Activity Yellow (blinking) | LAN Active

Link Off 10 Mbps link speed or no connection
Orange 1 Gbps link speed
Green 10 Gbps link speed

Air Flow Estimate

Estimated
Overall
System Air
Flow Rate
When All
Four

Equipped Cooling Fan and/or Active CPU Heat
Sink

Cooling Fans
Operated at
Full Speed

Six Cooling FANs + 1 passive CPU Heat Sink 52 CFM

Air Flow Direction

The following table gives the air flow direction of the power supply fan and internal CPU fan.

Component Air Flow Direction

Power Supply Fan | To the rear of the unit
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Beeping and Alarms

Beep Code Description

5 short beeps + 1 long beep every 5 seconds No memory detected in the system

"
|

Continuous beep (“i" LED on front panel turns RED) | System overheat condition
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Hardware Specifications

This chapter describes the specifications and components for ISA8000.

System Measurements

Below figures are for both unpackaged and packaged system.

Category

ISA8000c and
ISA8000f

Shipping Box

Form factor

1U chassis

Ibs (8 kg)

Width 17.2" (437mm) 24" (609.6mm)

Height 1.7" (43mm) 8" (203.2mm)

Depth 19.98" (507mm) 26.5" (673.Tmm)

Weight Net Weight: 17.6 Net Weight: 24.2 Ibs (11kg)

Power Rating

Below is the maximum power rating for the power supply:

Category ISA8000c and ISA8000f
Power type Single-phase
Input voltage range 100 - 240V

Input current

2.6 Amps maximum

Input wattage

400W

Input frequency range

50 - 60Hz

Power Consumption

A power consumption estimate is usually around 15% to 20% higher than the actual power

measurement. The user’s system power consumption may vary based on the workload and

environment.
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meant for reference only

This power consumption data mentioned in the tables below is worst-case scenario and is

ISA8000c
+12V +5V +3.3V +5VSB -12V
. Max Actual
Devices current current current current current
Pwr(W) Pwr(W)
(A) (A) (A) (A) (A)
Motherboard:
Motherboard 46.6 46.6 3.9
Processor 150.0 150.0 12.5
Memory 9.0 9.0 0.8
PCle3 RJ45 18.0 18.0 1.5
Adapter
Trusted 2.5 2.5 0.5
Platform
Module (TPM)
USB 2.5 2.5 0.5
Peripherals
(Generic)
Motherboard 228.6 228.6 18.6 1.0
Total:
Fans (Qty 6): 75.6 75.6 6.3
Storage 25.5 25.5 14 1.8
Drives:
Total Current 26.3 2.8
Total Power 329.7W | 329.7W
(1124.9 (1124.9
BTU/h) BTU/h)
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ISA8000f
+12V +5V +3.3V +5VSB -12V
. Max Actual
Devices current current current current current
Pwr(W) Pwr(W)
(A) (A) (A) (A) (A)
Motherboard:
Motherboard 46.6 46.6 3.9
Processor 150.0 150.0 12.5
Memory 9.0 9.0 0.8
PCle3 RJ45 8.0 8.0 0.7
Adapter
Trusted 2.5 2.5 0.5
Platform
Module (TPM)
USB 2.5 2.5 0.5
Peripherals
(Generic)
Motherboard 218.5 218.5 17.8 1.0
Total:
Fans (Qty 6): 75.6 75.6 6.3
Storage 25.5 25.5 14 1.8
Drives:
Total Current 234 2.8
Total Power 319.6 W | 3196 W
(1019.5 (1019.5
BTU/h) BTU/h)
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Environmental Requirements

Category ISA8000c and ISA8000f
Operating temperature 10°C - 35°C (50°F - 95°F)
Non-operating temperature -40°C to 70°C (-40°F to 158°F)
Operating Relative humidity 8% to 90% (non-condensing)
Non-operating Relative humidity 5% to 95% (non-condensing)

Component Specifications

Category ISA8000c and ISA8000f

CPU Intel Xeon Gold 5317 (x86) on the Ivanti ISA8000c
Intel Xeon Gold 5317 (x86) on the lvanti ISA8000f

Memory Two 32GB DDR4
Storage Two 3.5"2TB SATA 6Gb/s,7.2KRPM, 256MB,512N
HDD

Storage SSD SSD, 480G SATA

Network Copper, Std LP 4-port 10G RJ45 (ISA8000C)
ports Fiber, Std LP 4-port 10G SFP+ (ISA8000F)
One RJ45 1GbE LAN port

Cooling Six 40x40x28 mm Fan(s)

Where to Get Replacement Components

Although not frequently, you may need replacement parts for your system. To ensure the highest level
of professional service and technical support, go to Support Center.
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Console and Initial Configuration

Accessing ISA8000 Serial Console through Laptop

1. Get the USB-to-DB9 (female) cable (this cable is not provided by Ivanti).

n

Connect the USB port to the laptop and serial DB9 female port to the ISA8000 console.

w

Configure a terminal emulation utility running on the laptop, such as HyperTerminal or PuTTY,
to use these serial connection parameters: 9600 bits per second, 8-bit no parity (8N1), 1 stop

bit, no flow control.

4. Connect a network cable from the INT port (internal port) on the appliance to a switch port.

o To find your COM port in Windows, go to Start > Search > Device Manager > Ports (COM &
LPT) > USB Serial Port (COM#).

Accessing ISA8000 Console through Console Server

1. Get the RJ45-to-DB9 serial cable.

2. Connect the RJ45 port in RJ45-to-DB9 serial cable to the console server and serial DB9 female
to the ISA8000 console (DB9 male).
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3. Configure a terminal emulation utility running on the laptop, such as HyperTerminal or PuTTY,
connect using telnet to the console server IP and the port number it is connected to.

4. Connect a network cable from the INT port (internal port) on the appliance to a switch port.

Powering On the System and Selecting the Personality
Do this:

1. Connect the AC power cord from the power supply to a power source.

2. Press the power switch on the front of the system.

3. Observe the status LEDs (where applicable) on each power supply faceplate. If an AC power
supply is correctly installed and functioning normally, the AC OK and DC OK LEDs light steadily,
and the PS FAIL LED is not lit.

o After powering off a power supply, wait at least 60 seconds before turning it back on. After
powering on a power supply, wait at least 60 seconds before turning it off.

After the power supply is powered on, it can take up to 60 seconds for status indicators—such as the
status LEDs on the power supply and the show chassis command display—to indicate that the power

supply is functioning normally. Ignore error indicators that appear during the first 60 seconds.

4. The device reboots, and you see the GRUB boot menu. Choose the Factory Reset option using
the down-arrow key which supports to select the personality. Please note that here timeout is 3
seconds. If the selection is not made within this period, then the device boots up to current
image.
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In case the user fails to select the Factory Reset option, then system will boot up with current
o image. Then user needs to power cycle the device, and select the Factory Reset option and
follow with the above procedure.

Configuring Basic Settings

When you bring up a new ISA8000 for the first time, you need to enter basic network and machine
information through the console to make it accessible to the network. After entering these settings, you
can continue configuring the ISA8000 through the administrator Web console.

The installation process may take up to 30 minutes.
Do this to perform basic setup:
1. In Serial com console, check that the image loaded from local disk. i.e., current partition.

2. Enter the number corresponding to the personality for which you want to configure ISA8000.

3. Entery to select the appliance as a stand-alone node.

Setting Up Ivanti Connect Secure Package / Ilvanti Policy
Secure Package

To set up [1] Ivanti Connect Secure package or [2] Ivanti Policy Secure package, do the following:

1. Entery to accept the license terms (or enter r to read the license first).
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2. Follow the directions in the console, and enter the machine information for which you are
prompted, including the following:

« Internal port IP address (you configure the external port through the administrator Web
console after initial configuration)

* Internal port network mask

« Internal port default gateway address

« Internal port default VLAN (optional)

e Primary DNS server address

e Admin username

¢ Admin password

e REST API access (for this administrator)

- Digital certificate
¢ Common name (example: secure.company.com)
« Organization name (example: Company Inc.)

* Register Ivanti Connect Secure with Ivanti Neurons for Secure Access

After you perform the basic setup, you are ready to license the software, verify accessibility, and
complete the configuration process through the ISA8000 administrator Web console.

Change the Personality

If ISA8000 is set up as lvanti Connect Secure or lvanti Policy Secure device, it can be switched to any
other personality anytime. Changing a personality deletes all configuration files and system and user
data. You must perform the basic setup again to reestablish network connectivity. The installation
process may take up to 20 minutes.

To change the personality:

1. Start a console session and in the options prompt, enter 4 to select System Operations.
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2. In the operation to perform, enter 1 to select Reboot this <Ivanti Connect Secure/Ivanti Policy
Secure>.

3. After system reboot, choose Factory Reset option.
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4. Inthe personality selection, choose the personality you want to change to and follow the

instructions to complete the configuration.

Accessing the Web Admin Interface

1. Launch a web browser from a laptop that is network connected.

2. Point the browser at the same IP address that was assigned to the internal port followed by
/admin (for example, https://a.b.c.d/admin).

With base image version 22.1R4, admin portal access might fail using internal port. Please

follow the below instructions instead if you encounter the issue:
1. Enable the management port and assign an IP address to it.
2. Login to the admin Ul via the management port IP.

3. Upgrade to any latest release. After upgrading to the latest release, admin portal

can be accessed via internal port.

3. When prompted with the security alert to proceed without a signed certificate, click Yes. When
the administrator sign-in page appears, you have successfully connected your device to the

network.

4. On the sign-in page, enter the administrator username and password you created earlier. Then
click Sign In. The administrator Web console opens to the Overview page.

Licensing the System
After you install the device and perform basic setup, you are ready to license it.

To license your device, follow instructions received in an email from Ivanti. For more information,

contact Support Center.

The device uses the common machine and organization names to create a self-signed digital certificate

for use during product evaluation and initial setup.
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We strongly recommend that you import a signed digital certificate from a trusted certificate authority
(CA) before you deploy the device for production use.
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Installation

This chapter provides instructions and tips for installing the chassis into a rack.

Preparing for Setup

Please read this section in its entirety before beginning the installation procedure.

Choosing a Setup Location

Decide on a suitable location for the rack. It should be a clean, dust-free area that is well ventilated.
Avoid areas where heat, electrical noise and electromagnetic fields are generated. Place it near a
grounded power outlet.

« Leave at least 25 inches clearance in front of the rack to open the front door completely.

« Leave approximately 30 inches of clearance in the back of the rack to allow for sufficient airflow

and ease in servicing.

« Install in a restricted access location, such as a dedicated equipment room or service closet.

Ambient Operating Temperature

If installed in a closed or multi-unit rack assembly, the ambient operating temperature of the rack
environment may be greater than the ambient temperature of the room. Install the equipment in an
environment compatible with the manufacturer's maximum rated ambient temperature (TMRA).
Adequate Airflow

Equipment should be mounted into a rack so that the amount of airflow required for safe operation is
not compromised.

Circuit Overloading

Avoid overloading the power supply circuitry or any overcurrent protection equipment. Use equipment

nameplate ratings to calculate your requirements.
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Reliable Ground

A reliable ground must be maintained at all times. To ensure this, ground the rack, itself. Pay attention
to power supply connections other than the direct connections to the branch circuit, such as power

strips.

Physical Rack Precautions

«  Ensure that the leveling jacks on the bottom of the rack are fully extended to the floor with the
full weight of the rack resting on them.

« Insingle rack installation, stabilizers should be attached to the rack.
« In multiple rack installations, the racks should be coupled together.

¢ When mounting this unit in a partially filled rack, load the rack from the bottom to the top with
the heaviest component at the bottom of the rack. If this is the only unit in the rack, mount it at
the bottom.

« Always make sure the rack is stable before extending a component from the rack. Extend only
one com- ponent at a time. Extending two or more simultaneously may cause the rack to
become unstable.

Warning: Follow these guidelines to prevent injury. Take all precautions to ensure the system remains
stable

General Server Precautions

< Review the electrical and general safety precautions that came with the components you are
adding to your chassis.

«  Determine the placement of each component in the rack.
« Install the heaviest server components on the bottom of the rack first, and then work up.

« Use aregulating, uninterruptible power supply (UPS) to protect the server from power surges,
voltage spikes and to keep your system operating in case of a power failure.

« Allow the hard drives and power supply modules to cool before touching them.

« Always keep the rack front door, all panels and all components on the servers closed when not

servicing, to maintain proper cooling.

Warning: If you unscrew and open the chassis cover, it will void your product warranty.
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Rack Mounting Instructions

The chassis can be mounted in a rack for secure storage and use. To set up your rack, follow the step-

by-step instructions included in this manual.

Rail packaging includes:
«  One pair of inner slides to be installed on the chassis.
«  One pair of outer slides to be installed in the rack.

«  Two pairs of short brackets to be used on the front side of the outer slides.

o One pair of short brackets include screw threads, and the other pair do not. Use the only pair
that will fit into your rack.

«  One pair of long brackets to be used on the rear side of the outer slides.

Installing Inner Slides

1. Locate the right inner slide, (-the slide that will be used on the right side of chassis when facing

the front panel of the chassis).

2. Align the four(4) square holes on the right inner slide against the hooks on the right side of the
chassis as shown in the illustration below.

3. Securely attach the slide to the chassis with two M4 flat head screws and repeat the steps 1-3 to
install the left inner slide to the left side of the chassis.

. li i
Four(4) hooks on the right Slide the long bracket into
side of the chassis the short bracket

’4\\ Four(4) square holes on

the right inner slide

Adjust the distance
between the brackets

Installing Outer Slides

1. Measure the distance from the front rail of the rack to the rear rail of the rack.
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2. Attach a short bracket to the rear side of the right outer slide, and a long bracket to the front
side of the right outer slide as shown above on the right.
3. Adjust the short and long brackets to the proper distance so that the chassis can snugly fit into
the rack.
4.

Secure the slides to the cabinet with screws. Repeat steps 1-4 for the left outer slide.

Installing the Slide Assemblies to the Rack

1. After you have installed the short and long brackets to the outer slides, you are ready to install
the whole slide assemblies (outer slides with short and long brackets attached) to the rack. (See
the previous page.)

2.

Use M5 screws and washers to secure the slide assemblies into the rack as shown in the
illustration below.

Slide assemblies (outer slides with
long & f.h‘m brackets attached)

Secure the Slide A
assemblies to the

rack with screws

M5 screws & washers

i

|
and washers

§

IIII
=

-

Installing the Chassis into the Rack

1. Push the inner slides, which are attached to the chassis, into the grooves of the outer slide

assemblies that are installed in the rack as shown in the illustration below:
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Inner slides

Grooves of the outd
slide assemblies

2. Push the chassis all the way to the back of the outer slide assemblies as shown in the illustration

below. (The plastic bezel is not included in the package.)

~ Push the chassis into the
_——" back of the outer slide as-

samblies

Replacing the Power Supply Unit

The ISA8000 chassis has two 400W power supplies. This power supply is auto-switching capable. This
enables it to automatically sense and operate at a 100V to 240V input voltage. An amber light will be
illuminated on the power supply when the power is off. An illuminated green light indicates that the

power supply is operating.

The ISA8000 chassis includes a redundant power supply. It is not necessary to power down the server to
replace a power supply. PWR1 and PWR2 are shown in the graphic below:
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To replace the power supply:

1.

2.

Push the Release tab (on the back of the power supply) as illustrated.
Pull the power supply out using the handle provided.

Replace the failed power module with a new unit. To do this, push the new power supply
module into the power bay until you hear a click.

Plug the AC power cord back into the module.

A

Warning: Removal of two power supply units at the same time is not recommended.

Replacing the Hard Drive

The ISA8000 chassis has two replaceable hard disk drives located in slot #2 and slot #3.

Note: The SSD drive in slot 1 is not replaceable and should never be removed.
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' Replaceable HDD's '

You can check the HDD and RAID status from the Maintenance page of ICS Gateway Admin UL. If the
status of HDD1 or HDD2 displays “Missing” or “Faulty”, then that specific HDD needs to be replaced. If
any one of the two HDDs has gone bad, then the RAID will not function.

Authentication Administrators Users

Test Connectivity

v Hardware Status

Hard Disk Status:Hard Dizk RAID is in Single Drive Mode

Disk Status
IHDD 1 Missing I
HDD 2 Active
Fan Status:
Fan Status
1 Q
2 Q
3 Q
4 Q

Power Supply: Installed power supply/supplies are operational
Temperature: 43°C

From 22.1R4 release, hot swapping of hard drive is supported. When you are replacing the hard drive
during Maintenance period, and shutting down the server does not affect your network, follow the cold
swap procedure. Otherwise, follow the hot swap procedure.

Replacing Faulty Hard drive (Cold Swap)
To replace a hard drive (cold swap):
1. Power off the system.

2. Push the Release button of the faulty hard drive to release the ejector lever.
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l Release Button

3. Pull the Release lever on the drive that needs to be replaced as shown below.

4

4. Pull the hard drive out using the lever provided. This will disengage the HDD connector from
the HDD controller backplane.

N

5. Replace the failed hard drive with a new unit. To do this, push the new hard drive into the HDD
bay and snap the lever shut.

6. Power on the system and continuously press the Del button to enter the BIOS settings.

7. Select Advanced > PCH SATA Configuration.
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8. Check for the status of the newly inserted HDD.

9. Once the new HDD is detected, reboot the system.
10. When system boots up properly, check for the HDD and RAID status.

11. Log in to the ICS Gateway Admin Ul and select the Maintenance tab. The message "RAID
Recovery in progress” will be displayed.
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¥ Hardware Status
ard Disk Status: RAID Recovery is in progress. Estmated trme remas 8 < 15 minut =
Digk atus
Fan Status:
Fa Saatus
-]
=]
o
2
Power Supply: Instaled power SUDRYY SUPRies are operaton;
Temperature: a40c

12. The process will take 30-45 mins.

13. Once the process is completed, HDD and RAID display the status “"HDD Active” and "Hard Disk

Raid is Operational”.

v Hardware Status
Hard Disk Status:Hard Disk RAID is operatona
Diss Statu
HDD Active
Fan Status:
Fan Status.
Q
2 Q
3 Q
4 Q
Power Supply:  Installed power SUppYy/SURRbes are cperational
Temperature 4°'C

Warning: Once RAID is in the Active state, only one HDD replacement is allowed.

Replacing Faulty Hard drive (Hot Swap)
To replace a hard drive (hotswap):

1. Telnet to the admin console.

2. Select option 4. System Operations from the CLI menu.

. Network Settings and Tools
> admin username and
~Display log/status
S em Operations

loggle password protection for the console (0ff)
Create a Super Admin session

. System Maintenance

. Reset allowed encryption strength for SSL

Copyright © 2023, Ivanti, Inc. All Rights Reserved. Privacy and Legal.

Page 32 of 65


http://www.ivanti.com/company/legal

Installation

3. Then select option 20. Manage RAID that provides RAID management menu options.

v nect Secure
th t
et th Ivant ure
Clear all figuration data at this Ivanti Connect Secure
Install self-signed certificate
ge RAID
r all session data at this Ivanti Connect Secure
f - 14 ed Use 15 ti Connect Secure
. Clear be
93. Toggle r
Clear cust
<return to go back to main menu>
Choice: 20

3
6.
L
20.
2
2

Are you sure you want to manage RAID? (y/n) yl

4. Select option 5. Check RAID status.

Please choose from among the following options:
1. Remove Diskl

2. Remove Disk2

3. Add Diskl

4, Add Disk2

5. Check RAID status

<return to go back to main menu>

partition

6. Return to the RAID management menu, and select the faulty disk that you want to remove, for

example, option 1. Remove Disk1.

Please choose from among the following options:
1. Remove Disk1l

2. Remove Disk2

3. Add Diskl

4. Add Disk2

5. Check RAID status
<return to go back to main menu>
Choice: |
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7. Select option 5. Check RAID status. The status of disk1 shows Down.

partition

Now you can physically replace faulty disk1 with new working disk.

8. Identify the slot where faulty disk1 is located. Push the Release button to release the ejector

lever.

4

Release Button

9. Pull the Release lever of faulty disk1 as shown below.

4

10. Pull the hard drive out using the lever provided. This will disengage the HDD connector from
the HDD controller backplane.
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. Replace the faulty disk1 with a new unit. To do this, push the new hard drive into the HDD bay
and snap the lever shut.

. In the RAID management menu, select 3. Add Disk1.

Please choose from among the following options:
1. Remove Diskl

2. Remove Disk2

3. Add Duiskl

4. Add Disk2

5. Check RAID status
<return to go back to main menu>
Choice: |}

. Log in to the ICS Gateway Admin Ul and select the Maintenance tab. The message "RAID
Recovery in progress” will be displayed.

¥ Hardware Stbus

ard Disk Status: RAID Recovery is n progress. Estmated tme remaining i < 2% mnutes

Fan Status:

o o o o §

Power Supply:
Temperature:

. The process will take 30-45 mins.

. Once the process is completed, HDD and RAID display the status "HDD Active” and "Hard Disk
Raid is Operational”.
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¥ Hardware Status
Hard Disk Status:Hard Disk RAID 5 oparatanal
Disk
HDD 1
HOD 2

Fan Status:

Power Supply:  Installed power supply/supphes are operational
Temperature: 44°C

Status.

Active

Active

Status.

e @ 0 ©

Warning: Once RAID is in the Active state, only one HDD replacement is allowed.

Network Cables

The ISA8000f model offers SFP+ interfaces supporting 10G fiber networks.

ISA8000f

This appliance offers dual and redundant 10G network interface ports (4 ports total) in the SFP+ form
factor. lvanti has qualified SFP+/Cable combinations (Short Range, 850 nm) and offers them for sale as

an optional accessory. Check the Price book for the SKUs.

Customers can either purchase this option from Ivanti or procure it from their vendor of choice. Contact
your Solutions Engineer or Technical Support for additional information and Technical Specifications.

The performance tests done with Finisar (Juniper) transceiver on the cable end that is connected to the
Juniper switch, and Avago transceiver on the cable end that is connected to the ISA8000 show no
impact on the throughput using longer cables. The maximum cable length qualified is 15 meters.
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Support for 1G Network:

* The Network interface card in the ISA8000f is designed for 10G networks, but it can support 1G
networks when used with 1G transceivers at both ends of the network. No manual set up is required.
Ivanti does not offer any optional 1G transceiver / cable as an option for sale. Any supplier’s short range
1G transceiver should work.

* https://www.broadcom.com/products/fiber-optic-modules-components/networking/electrical-

transceiver/abcu-5741rz

The ISA8000f model offers SFP+ interfaces supporting 10G fiber networks.

10G fiber solution supports either an Avago SFP+ direct attached 3 meters transceiver cable (ISA-SFP-
10GE-SR-3M), the Avago SFP+ detached transceiver with 5 meters fiber cable (ISA-SFP-10GE-SR-DE), or
any of the SFP+ fiber transceivers listed below using from 5 meters to 25 meters cable.

Listed below are the supported detached 10Gb/s SFP+ fiber transceivers:
» Avago AFBR-709DMZ

 Cisco SFP-10G-SR-S Module (S-Class)

« Cisco SFP-10G-SR Module

¢ Juniper EX-SFP-10GE-SR

« HP X132 10G SFP+ LC SR

ISA8000c

This appliance offers dual and redundant 10G network interface ports (4 ports total) in the RJ45 form
factor compatible with category 6 or 6A network cables.

The hardware supports auto-negotiation between 1G and 10G networks over an RJ45 connection. lvanti
does not offer any RJ45 cables/accessories as an optional SKU.
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Standard Warnings and Compliance

About Standard Warnings

The following statements are industry standard warnings, provided to warn the user of situations that

have the potential for bodily injury. Should you have questions or experience difficulty, contact lvanti's

Technical Support department for assistance. Only certified technicians should attempt to install or

configure components.

Safety Certifications

USA - UL

Canada - UL

Europe/CE Mark

EN 62368/IEC 62368-Compliant

CCC Exemption

Electrical Safety

Basic electrical safety precautions should be followed to protect yourself from harm and the system

from damage:

Be aware of the locations of the power on/off switch on the system, as well as the room’s
emergency power-off switch, disconnection switch, or electrical outlet. If an electrical accident
occurs, you can quickly remove power from the system.

Do not work alone when working with high voltage components.

Power should always be disconnected from the system when removing or installing system
components. When disconnecting power, you should first power down the system with the
operating system and then unplug the power cords from all the power supply modules in the

system.

When working around exposed electrical circuits, another person who is familiar with the
power-off controls should be nearby to switch off the power, if necessary.
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« Use only one hand when working with powered-on electrical equipment. This is to avoid
making a complete circuit, which will cause electrical shock. Use extreme caution when using
metal tools, which can easily damage any electrical components they come into contact with.

- Do not use mats designed to decrease electrostatic discharge as protection from electrical
shock. Instead, use rubber mats that have been specifically designed as electrical insulators.

e The power supply power cord must include a grounding plug and must be plugged into
grounded electrical outlets.

e Use a grounded wrist strap designed to prevent static discharge.

General Safety

+  Keep the area around the system clean and free of clutter.

«  While working on the system, do not wear loose clothing such as neckties and unbuttoned shirt

sleeves, which can come into contact with electrical circuits or be pulled into a fan.

«  Remove any jewelry or metal objects from your body, which are excellent metal conductors that
can create short circuits and harm you if they come into contact with areas where power is
present.

A

Warning!

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with
standard practices for preventing accidents.

LHOER COBES A LR EEKRLES

o

p
Nui

FICOM B EEMEAD VET DT, BTN O T LETE S 28712,
[A] 7% ¢

IEENBfEBEMECEFERE LT AEER 2P RS SR IE LT S,

il
X

b T 1T S R SE K
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B IE AT AT RE 32 B )™ G FE A AR IAEE b o AR R A8 I T W& T 46 TAR 2R, 55400 78 70 OR 2 fih
LK) G [, JF B IR S 42 BT 1 3 MO AR B T 4 AR R Y o AR B CE 2R R A 7S W5 RS 3 B ik A
Y 22 4 Wk 0 U WD B R DA .

B T A R AR fu b .

T 15 B 7S W] RE B 8 W] RE B 2 AR 0 AR BR BT o AE S R AT AT f AT, A E RO Y e b, b
H 2B TR F 3% A AR TAERE T -

T A — 3 T TRAR 10 R AT 3B AT T ) B A T N

Warnung
WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fiihren
kann. Machen Sie sich vor der Arbeit mit Gerdaten mit den Gefahren elektrischer Schaltungen und den
Ublichen Verfahren zur Vorbeugung vor Unfallen vertraut. Suchen Sie mit der am Ende jeder Warnung
angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den (bersetzten
Sicherheitshinweisen, die zusammen mit diesem Geréat ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los procedimientos
estandar de prevencién de accidentes. Al final de cada advertencia encontrara el nimero que le
ayudara a encontrar el texto traducido en el apartado de traducciones que acompaia a este dispositivo.

GUARDE ESTAS INSTRUCCIONES.

IMPORTANTES INFORMATIONS DE SECURITE
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Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez
conscient des dangers liés aux circuits électriques et familiarisez-vous avec les procédures couramment
utilisées pour éviter les accidents. Pour prendre connaissance des traductions des avertissements
figurant dans les consignes de sécurité traduites qui accompagnent cet appareil, référez-vous au

numéro de l'instruction situé a la fin de chaque avertissement.
CONSERVEZ CES INFORMATIONS.
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BELANGRIJKE VEILIGHEIDSINSTRUCTIES
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Dit waarschuwings symbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij een
elektrische installatie betrokken risico's en dient u op de hoogte te zijn van de standaard procedures
om ongelukken te voorkomen. Gebruik de nummers aan het eind van elke waarschuwing om deze te
herleiden naar de desbetreffende locatie.

BEWAAR DEZE INSTRUCTIES

Installation Instructions

Warning!

Read the installation instructions before connecting the system to the power source.
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Warnung

Vor dem AnschlieBen des Systems an die Stromquelle die Installationsanweisungen lesen.

jAdvertencia!
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Lea las instrucciones de instalacién antes de conectar el sistema a la red de alimentacion.

Attention

Avant de brancher le systeme sur la source d'alimentation, consulter les directives d'installation.

NND PN NOIYNN 112N 1199 NIPNN NIRIIN NXR RNPHY WL
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Waarschuwing

Raadpleeg de installatie-instructies voordat u het systeem op de voedingsbron aansluit.

Circuit Breaker

Warning!

This product relies on the building's installation for short-circuit (overcurrent) protection. Ensure that
the protective device is rated not greater than: 250 V, 20 A.
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Warnung

Dieses Produkt ist darauf angewiesen, dass im Geb&ude ein Kurzschluss- bzw. Uberstromschutz
installiert ist. Stellen Sie sicher, dass der Nennwert der Schutzvorrichtung nicht mehr als: 250 V, 20 A

betragt.

jAdvertencia!

Este equipo utiliza el sistema de proteccidn contra cortocircuitos (o sobrecorrientes) del edificio.
Asegurese de que el dispositivo de proteccion no sea superior a: 250 V, 20 A.

Attention
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Waarschuwing

Dit product is afhankelijk van de kortsluitbeveiliging (overspanning) van uw electrische installatie.
Controleer of het beveiligde aparaat niet groter gedimensioneerd is dan 220V, 20A.

Power Disconnection Warning

Warning!

The system must be disconnected from all sources of power and the power cord removed from the
power supply module(s) before accessing the chassis interior to install or remove system components.
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Warnung

Das System muss von allen Quellen der Energie und vom Netzanschlusskabel getrennt sein, das von
den Spg.Versorgungsteilmodulen entfernt wird, bevor es auf den Chassisinnenraum zurtickgreift, um
Systemsbestandteile anzubringen oder zu entfernen.

jAdvertencia!

quitar componentes de sistema.

El sistema debe ser disconnected de todas las fuentes de energia y del cable eléctrico quitado de los
médulos de fuente de alimentacién antes de tener acceso el interior del chasis para instalar o para

Attention

Le systeme doit étre débranché de toutes les sources de puissance ainsi que de son cordon
de systéme.

d'alimentation secteur avant d'accéder a l'intérieur du chassis pour installer ou enlever des composants
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Waarschuwing

Voordat u toegang neemt tot het binnenwerk van de behuizing voor het installeren of verwijderen van
(en) van de behuizing te verwijderen

systeem onderdelen, dient u alle spanningsbronnen en alle stroomkabels aangesloten op de voeding

Equipment Installation

Warning!

Only trained and qualified personnel should be allowed to install, replace, or service this equipment.
ESCAN
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Warnung

Das Installieren, Ersetzen oder Bedienen dieser Ausriistung sollte nur geschultem, qualifiziertem

Personal gestattet werden.

jAdvertencia!

Solamente el personal calificado debe instalar, reemplazar o utilizar este equipo.
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Waarschuwing
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Deze apparatuur mag alleen worden geinstalleerd, vervangen of hersteld door geschoold en
gekwalificeerd personeel.

Restricted Area

A

Warning!

This unit is intended for installation in restricted access areas. A restricted access area can be accessed
apply to workstations).

only through the use of a special tool, lock and key, or other means of security. (This warning does not
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Warnung
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Diese Einheit ist zur Installation in Bereichen mit beschranktem Zutritt vorgesehen. Der Zutritt zu
derartigen Bereichen ist nur mit einem Spezialwerkzeug, Schloss und Schliissel oder einer sonstigen
Sicherheitsvorkehrung moglich.

jAdvertencia!

Esta unidad ha sido diseflada para instalacion en areas de acceso restringido. Sélo puede obtenerse
acceso a una de estas areas mediante la utilizacion de una herramienta especial, cerradura con llave u
otro medio de seguridad.

Attention

Cet appareil doit étre installée dans des zones d'acces réservés. L'accés a une zone d'acces réservé n'est
possible qu'en utilisant un outil spécial, un mécanisme de verrouillage et une clé, ou tout autre moyen
de sécurité.
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Waarschuwing

sleutel of andere veiligheidsmaatregelen.

Dit apparaat is bedoeld voor installatie in gebieden met een beperkte toegang. Toegang tot dergelijke
gebieden kunnen alleen verkregen worden door gebruik te maken van speciaal gereedschap, slot en

Redundant Power Supplies

Warning!
energize the unit.

This unit might have more than one power supply connection. All connections must be removed to de-

il
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Warnung

Dieses Gerat kann mehr als eine Stromzufuhr haben. Um sicherzustellen, dass der Einheit kein trom
zugefihrt wird, missen alle Verbindungen entfernt werden.

jAdvertencia!

Puede que esta unidad tenga mas de una conexién para fuentes de alimentacién. Para cortar por
completo el suministro de energia, deben desconectarse todas las conexiones.

Attention

Cette unité peut avoir plus d'une connexion d'alimentation. Pour supprimer toute tension et tout
courant électrique de I'unité, toutes les connexions d'alimentation doivent étre débranchées.
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Waarschuwing
Backplane Voltage
Warning!

when servicing.

Hazardous voltage or energy is present on the backplane when the system is operating. Use caution

4 2PE TR R 2 S0,

T
I

Noys7L—>DEE VAT LOB M T GG 2B £ 8 J1 8. N7 L—y Fehh-TnhES, &

F IEAE AT, W EARSE 1 R pe &,

T Bm 2t
o EAMILAEATR, W EA BN EBRiEE, ]
Warnung

B AT MEAE IR 55 0 /N o o

auf. Vorsicht bei der Wartung.

Wenn das System in Betrieb ist, treten auf der Riickwandplatine gefahrliche Spannungen oder Energien
jAdvertencia!
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Cuando el sistema esta en funcionamiento, el voltaje del plano trasero es peligroso. Tenga cuidado
cuando lo revise.

Attention

Lorsque le systéme est en fonctionnement, des tensions électriques circulent sur le fond de panier.
Prendre des précautions lors de la maintenance.

IR 2383 FRD
MINND 9192 NND

']'Jﬂl’)] NTNY W .N0YNN 21voN |NT2 MINKN 7192 NNN N1 nn"'p NN

NTI2VN.

550 loic Jla Lulgzdl 1ia doas i |)i> @S Jamy ol dolll (e §uzedl @5 Unllgl (lsesUl il 4o 3o

PAanl
AAB0] S5 S [ = HE (Backplane)ofl = ¢l T O|LE Of L X 7F 2 SFLICE MBE| A ZH A
TS A

Waarschuwing

Een gevaarlijke spanning of energie is aanwezig op de backplane wanneer het systeem in gebruik is.
Voorzichtigheid is geboden tijdens het onderhoud.
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Comply with Local and National Electrical Codes

Warning!

Installation of the equipment must comply with local and national electrical codes.

9.

3
of

Hh 77 B L OE OFE G A CHE L B S OB Of) FiE 20 T B S OE OF SR CHEML T 20 B 5 H Y

g R A AR T

A
e 1

Warnung

Die Installation der Gerdte muss den Sicherheitsstandards entsprechen.

jAdvertencia!

La instalacion del equipo debe cumplir con las normas de electricidad locales y nacionales.
Attention

L'équipement doit étre installé conformément aux normes électriques nationales et locales.
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Waarschuwing

Product Disposal

Warning!

Ultimate disposal of this product should be handled according to all national laws and regulations.
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9.

I
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) % B2 i 2 IO AR 5 P A I K 1) 9 e A 8 i

Warnung

T

o

Die Entsorgung dieses Produkts sollte gemaB allen Bestimmungen und Gesetzen des Landes erfolgen
jAdvertencia!

Al deshacerse por completo de este producto debe seguir todas las leyes y reglamentos nacionales.
Attention

La mise au rebut ou le recyclage de ce produit sont généralement soumis a des lois et/ou directives de
respect de I'environnement. Renseignez-vous aupres de |'organisme compétent.

¥INN PIY'O

NMNTNR!

NTNN PINENININD DRNN2 NIFAY 21N NTININ YW DI PIY'D.
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o
f

O MZ2 e =7tel 2t gt A 70 et H| 7| =0 OF & LTt

Power Cable and AC Adapter

Warning!

When installing the product, use the provided or designated connection cables, power cables and AC
adaptors. Using any other cables and adaptors could cause a malfunction or a fire. Electrical Appliance
and Material Safety Law prohibits the use of UL or CSA -certified cables (that have UL/CSA shown on the
code) for any other electrical devices than products designated by Supermicro only.

B 23— FEACT X7 %—

AR E T3 A R FEdR e SRS r—7 v, EIR 3 NEACT R 7 ZA—%E ] K S, il 0
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2 25 o PR AS By 1R 0 B A AT R A, TR VR AR RN EE U 33 G 2% SR e AR M BT I 2
Al BE & 5]k # R ak ok 5. B T Ivanti BITFR 58 1 ZE i, T ROR S R R 2 4 v O o AR A R A
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Warnung

Bei der Installation des Produkts, die zur Verfligung gestellten oder benannt Anschlusskabel,
Stromkabel und Netzteile. Verwendung anderer Kabel und Adapter kann zu einer Fehlfunktion oder ein
Brand entstehen. Elektrische Gerate und Material Safety Law verbietet die Verwendung von UL-oder
CSA-zertifizierte Kabel, UL oder CSA auf der Code fiir alle anderen elektrischen Gerate als Produkte von
Ivanti nur bezeichnet gezeigt haben.

jAdvertencia!

Al instalar el producto, utilice los cables de conexién previstos o designados, los cables y adaptadores
de CA. La utilizacion de otros cables y adaptadores podria ocasionar un mal funcionamiento o un
incendio. Aparatos Eléctricos y la Ley de Seguridad del Material prohibe el uso de UL o CSA cables
certificados que tienen UL o CSA se muestra en el codigo de otros dispositivos eléctricos que los
productos designados por Ivanti solamente.

Attention

Lors de l'installation du produit, utilisez les bables de connection fournis ou désigné. L'utilisation
d'autres cables et adaptateurs peut provoquer un dysfonctionnement ou un incendie. Appareils
électroménagers et de loi sur la sécurité Matériel interdit I'utilisation de UL ou CSA cables certifiés qui
ont UL ou CSA indiqué sur le code pour tous les autres appareils électriques que les produits désignés
par lvanti seulement.
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Waarschuwing

Bij het installeren van het product, gebruik de meegeleverde of aangewezen kabels, stroomkabels en
adapters. Het gebruik van andere kabels en adapters kan leiden tot een storing of een brand. Elektrisch
apparaat en veiligheidsinformatiebladen wet verbiedt het gebruik van UL of CSA gecertificeerde kabels
die UL of CSA die op de code voor andere elektrische apparaten dan de producten die door Ivanti
alleen.
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Certification Statements

China

" b
Ivanti

XFHa+E CRBRTRE D ERM SR fen
Management Methods for the Restriction of the Use of Hazardous Substances from Electrical and Electronie Products

(China RoHS Declaration)

PP AEENARRAR (Name and Concentration of Toxic Substances)

7 it B 5 (Super Micro Part Number): ISAR000, ISAR000C, ISARODOF H HH(Date): 05/31/2023
SRR T8 7T W B T ¥ ( Toxic substances or elements )
(Parts) il # L] Aitds | e | 2w

(Ph) (Hg} ocdy (Crfit+ 2 (PBB (PBDE)

HLE (Chassls) 0 [i] [i] [§] ] ]

i (Cable) [§] [i] [i] 8] [i] []

J4, 5] (Fan) X 4] 4] 8] (4] (4]

il {if Hard Drive) X 4] 4] 5] [¥] [§]

| # (Matherboard) X 3] 3] [§) [§] [§]

[ fn-F(add-on Card) X ] ] [§] i) 0

it 3 # (Backplane) X [§] 0 0 i} 0

HLA R X o o o o o
[Power Supply]

FTARGEIE ST L1364 () H7E BRI -  This table s based on SIT 11364.)

Viesil requirement pacified in GR'T 26572
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abo

espircment speified in G|

g b thee "X i this Table, Plesse st the Techsies! resscvms or Instructions hare. |

&R TIff ~RE8s83a toaTReRBERGN - Ligs el

Enviranmestal Fricadly Use Period (EFUP) for the product i per the symbol shown here and is caly valid when e product is
performed nder the conditions defined in the product manual )
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Saudi Arabia

Complies with the CITC Technical Specification CITC GEN0O1, ITOO1.

South Korea
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ERMICR®
Restriction of Hazardous Substances
Restricted substances: RoHS Declaration
Lead (0,1 %) ) . ’ . o
Mercury (0,1 %) Supermicro certifies that to the best of our knowledge and belief, all parts listed in this
Cadmium (0,01 %) document meet the requirement of the European Parliament 2011/65/EU and Delegated
Hexavalent chromium (0,1 %) Directive (EU) 2015/863, on the restriction of the use of certain hazardous substances in

Palybrominated biphenyls (PBB) (0,1 %)

Polybrominated diphenyl ethers (PBDE) (0,1 %) the electrical and electronic equipment with the exemptions listed below. Supermicro

Bis(2-ethylhexyl) phthalate (DEHP) (0,1 %) bases its knowledge from information obtained by third parties and/or its suppliers.
Butyl benzyl phthalate (BBP) (0,1 %) Supermicro makes no representation as to the accuracy of the information and disclaims
Dibutyl phthalate (DBP) (0,1 %) liabilities with respect to the information.

Diisobutyl phthalate (DIBP) (0,1 %)

Exemptions:

E B{a}-1 = Lead as an alloying element in steel for machining purposes containing up to 0.35% lead by weight and in batch hot dip galvanized steel components containing up to 0.2% lead by weight
D 6{b}-1 = Lead as an alloying element in aluminum containing up to 0.4% lead by weight, provided it stems from lead-bearing aluminum scrap recycling

E 6{b)-Il = Lead as an alloying element in aluminum for machining purposes with a lead content of up to 0.4% lead by weight

E 6{c) = Copper alloy containing up to 4% lead by weight

E 7la) = Lead in high melting temperature type solders (i.e. lead-based alloys containing 85% by weight or mare lead)

E 7lc)-1 = Electrical and electronic components containing lead in a glass or ceramic other than dielectric ceramic in capacitors, e_g. piezoelectronic devices, or in a glass or ceramic matrix compound
D 7|c)-ll ~Lead in dielectric ceramic in capacitors for a rated voltage of 125 V AC or 250V DC or higher.

[ 7{c)-Iv = Lead in PZT based dielectric ceramic materials for capacitors which are part of integrated circuits or discrete semiconductors.

O 8ib) (1} - Cadmium and its compounds in electrical contacts (see RoHS regulation for current exempted applications)

D 15(a) - Lead in solders to complete a viable electrical connection between the semiconductor die and carrier within integrated dircuit flip chip packages where at least one criteria applies {see RoHS regulation for current
criteria)

[[] compliant- Uses no exemptions

Super Micro Part Number: ISAB000
Date: 2023/06/01
Signature: -7%‘[“‘“ 0‘2"‘" Super Micro Computer Inc.

Mame: Tina Chen 980 Rock Ave, San Jose, CA 95131
Title: Sr. Compliance Engineer

Revised 03/16/20
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ivanti
RAHT2H LR EAE

Dueclaration of the Presence Condition of the Restricted Substances Marking

ST vanti %

Equipment narme

i# [ vanti Security Appliance )

FISE ( BUFH ) ISABDOO, ISABOOOC, ISABDOOF

Type designation {Type)

LEE NS SL 53
Restricted substances and its chemical symbols
B 7 Unit 13 FRME Fh =8t
s Lead #AMercury | #&Cadmium | Hexavalent |Polybrominated | Polybrominated
(o) (He) (Cdy chromium biphenyls diphenyl ethers
Cr®) (PER) (PRDE)
i
O O O O O @]
(Chasss)
H =
- O O ¢ O o)
(Chassis Fan) - - © - -
s
- - - k. . o
. o 0 o o o >
¥ 1i7}
. - o 0 o 0 o)
(Motherboard)
R R
L _ o o o o o
(Power Supply)
(FDB) - o O o O ©
B
- o 0 0 o o]
(HDD) - - -
F s ra 's) ha s
(Add-om card) - - - - -

&L TARRL w R A AR WS BREMAHT LT sk 2R TSRS ELSLE -
Mote | + “Excesding 0.1 wi %" und “excecding 001 wa %" indicase that the percentage content of the restricted substance exceeds the
refimence pescentage value of presence condition

A2 O RAHEARAHT LT o AT e E ARG -

Mol 2  “(* indicates that the percentage content af the restricted substance does nat excecd the perceatage of reference valuc of prescnce.

43, "7 RAEEARAH T BHreEE -

Notc 3 = The *~* indicates that the restricicd substsnce corrcsponds i the cxemgtion.

ivanticom | 10377 South Jordan Gateway, Suite 110, South Jordan, Ltah 82095 | +1 B8B 253 6201
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